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DETAILED ACTION 

1 . This action is response to communication: response to election/restriction filed on 
10/18/2007 with acknowledgement of filing date of 03/03/2004. 

2. Claims 1-10 are currently pending in this application. Claim 1 is an independent 
claims. 

3. The IDS received 03/02/2007 and 06/16/2005 has been accepted. 

Election/Restrictions 

4. Applicant's election with traverse of Group II in the reply filed on 1 0/1 8/2007 is 
acknowledged. The traversal is on the ground(s) that the characterization of Group 2 is 
incorrect. This is not found persuasive because group II, as the applicants have stated, 
is directed to a single integrated circuited comprising two security processors for 
performing IPSec processing in parallel. Group 1 is not directed to such limitations. 
Group 1 does not limit the claims an IPSec processor or processing in parallel. The 
search for Group 1 is not required for Group II, and the search for group II is not 
required for group I. Searching the additional limitations for Group II is a burden to the 
Examiner. 

The requirement is still deemed proper and is therefore made FINAL. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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Claim 9 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

As per claim 9, the claim recites wherein the security system comprises more 
processors for encrypting and authenticating outgoing data than for decrypting incoming 
data. It is unclear what the applicants are trying to claim. The claims previously recite 
that there are two processors for encrypting and authenticating. Therefore, the claims 
must mean there is only one processor for decrypting. However, in light of the 
Applicant's specification, it seems that the two processor encrypting are the same 
processors for decrypting. 



Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1-5 rejected under 35 U.S.C. 103(a) as being obvious over Pham US 
Patent Application Publication 2003/01 1 55447 (hereinafter Pham), in view of Fahrny et 
al. US Patent Application Publication 20050169468 (hereinafter Fahrny), and further in 
view of Bolt et al. US patent Application Publication 2004/0243745 (hereinafter Bolt). 
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As per claim 1 , Pham teaches a network interface system for interfacing a host 
system with a network to provide outgoing data from the host system to the network and 
to provide incoming data from the network to the host system, the network interface 
system comprising: a bus interface system adapted to be coupled with a host bus in the 
host system and transfer data between the network interface system and the host 
system (paragraphs 45 and 46, wherein bus interface are the iSCSI, and connects to 
the host systems and media controllers; and Figure 1 , where a host connects with 
media controllers via the ISCSI); a media access control system adapted to be coupled 
with the network and to transfer data between the network interface system and the 
network (Figure 1, 7), paragraph 19, and throughout the reference; a memory system 
coupled with the bus interface system and the media access control system, the 
memory system being adapted to store incoming and outgoing data being transferred 
between the network and the host system (paragraph 19, 47, and throughout the 
reference); and a security system coupled with the memory system, the security system 
being adapted to selectively encrypt outgoing data and to selectively decrypt incoming 
data (paragraph 19, 47, 61, 78, 83, 108), wherein the security system comprises two 
processors for encrypting the outgoing data (paragraphs 78, 80, also Figure 3 with 
cryptoprocessors 72 and also Figure 7 with crypto engines 144), the two processors 
each being operable independent of one another to encrypt the outgoing data (Figure 7, 
in which they are not dependent on each other, also paragraph 61 and 62). 

However, at the time of the invention, Pham does not explicitly teach wherein the 
security system is configured to send outgoing data packets alternately to one or the 
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other processor for encryption. This is taught by Hamilton though, such as in paragraph 
32, 33, and 38-46, and also in Figure 1 . Hamilton teaches a variety of encryption 
engines, each specializing in a different type of encryption algorithm. When information 
needs to be encrypted, it goes to one of the engines, depending on which algorithm is 
needed. 

However, at the time of the invention, Pham also does not explicitly teach the use 
of bus interfaces connected to a host bus. Pham teaches ISCSI, which is an example 
of a bus interface, which inherently connects to busses. ISCSI as a bus interface is 
shown throughout Bolt, such as in paragraphs 10, 21, and 34. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the Pham and Fahrny references. One of ordinary skill in the art 
would have been motivated to perform such an addition to provide an improved system 
for security processing, while providing upgrades to encryption/decryption. This is 
taught by Fahrny in paragraphs 6, 7, and 8. Further Pham and Fahrny are both directed 
to secure media encryption involving multiple processors in a network environment. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the Pham and Bolt references. Pham teaches parts connected to 
each other, but does not explicitly cite buses. However, Pham uses the term buses to 
show the connections throughout a computer system, including which a bus interface 
may be an iSCSI. These bus interfaces, as shown throughout Pham, connect systems 
together to allow them to communicate. Utilizing these type of bus interfaces allow 
compression of data in parallel, as well as continuous streaming of data (paragraph 10). 



t 
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As per claim 2, Pham teaches throughout the reference wherein the two 
processors are also operable to authenticate the outgoing data (paragraphs 10, 48, 49, 
and 78). 

As per claim 3, Pham teaches wherein the two processors are functionally 
identical (paragraphs 76 and 78, and also paragraphs 61, wherein processors are all 
the same). 

As per claim 4, Pham does not explicitly teach wherein multiple buffers coupled 
to the multiple processors. However, this would have been obvious. Buffers are taught 
throughout Bolt, such as in paragraphs 37, 45, and 48, and they are used to temporarily 
store memory that is to be processed. At the time of the invention, it would have been 
obvious to one of ordinary skill in the art to implement multiple buffers for the multiple 
processors. As there are two processors both processing data in Pham, it would be 
obvious to attach a buffer to each processor, so as to manage the data flow to each 
processor. By managing the data flow to the processors, the system can operate more 
smoothly. Data buffers are known in the art to temporarily store information, and it 
would be obvious to store data/packets when this data is going to be subsequently 
used. 

Claim 5 is rejected using the same basis of arguments used to reject claim 4 
above. Although claim 4 discusses input buffers, output buffers are used in the same 
way to temporarily store information that is going to be used subsequently, in order to 
allow the data to flow smoothly. 
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8. Claim 6 is rejected under 35 U.S.C. 103(a) as being obvious over Pham, Fahrny, 
and Bolt, as applied above, and further in view of Liu et al. US Patent Application 
Publication 2003/0169877 (hereinafter Liu) 

As per claim 6, the Pham combination does not explicitly teach pipelines for ESP 
encryption , ESP authentication, and AH authentication. The Pham combination does 
teach that many encryption and authentication techniques may be implemented though 
(such as Pham 78 and also Fahrny paragraph 31 ). However, they do not teach the 
specific algorithms claimed. However, ESP encryption and authentication, as well as AH 
authentication, is taught throughout Liu, for example, in paragraphs 36, 40, 42 claim 1, 
etc. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include combine the Pham combination with Liu. One of ordinary skill in the 
art would have been motivated to perform such an addition to improve the efficiency of 
encryption and authentication in the IPSEC implementation in order to handle the 
obvious overhead on the network (paragraph 12). 

9. Claim 7 is rejected under 35 U.S.C. 103(a) as being obvious over Pham, Fahrny, 
Bolt, and Liu as applied above, and further in view of Buer US Patent Application 
Publication 2004/0128553 (hereinafter Buer). 

As per claim 7, the Pham combination teaches pipelining throughout Liu, but 
does not explicitly teach the HMAC-MD5-96 algorithm or the HMACH-SHA-1-96 
algorithm. However, Buer teaches this, in paragraph 133. 
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At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include the HMAC-MD5-96 or the HMAC-SHA-1-96 algorithm. Both these 
algorithms are well known in the art, and as the Pham combination is not restrictive on 
the algorithms used, it would have been obvious to substitute other algorithms for the 
ones already taught. Further, one of ordinary skill in the art would have been motivated 
to perform such an addition to improve packet processing techniques and to support 
secured data transmission over data networks (Buer paragraph 12) 

10. Claim 8 is rejected under 35 U.S.C. 103(a) as being obvious over Pham, Fahrny, 
and Bolt, as applied above, and further in view of Sakai US Patent Application 
Publicaiton 2004/0093524 (hereinafter Sakai). 

As per claim 8, the Pham combination teaches pipelining throughout Liu, but 
does not explicitly teach the DES-CBC, 3DES-CBC, and the AES-CBC encryption 
algorithms. However, this is taught by Sakai, such as in paragraphs 86, 87, and 144. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include the DES-CBC, 3DES-CBC, and the AES-CBC algorithms. All these 
these algorithms are well known in the art, and as the Pham combination is not 
restrictive on the algorithms used, it would have been obvious to try and substitute other 
well known algorithms for the ones already taught. 

1 1 . Claim 9 is rejected under 35 U.S.C. 103(a) as being obvious over Pham, Fahrny, 
and Bolt. 
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As per claim 9, as best understood by the Examiner, Pham teaches wherein the 
security system further comprises a processor to selectively decrypt incoming data 
(paragraphs 47, 78, and claim 12). However, at the time of the invention, the Pham 
combination does not explicitly teach wherein the security system comprises more 
processors for encrypting and authenticating outgoing data than for decrypting incoming 
data. This would have been obvious though, and a design choice. It is common sense 
that more methods/steps would take more computing power. Authenticating and 
encrypting requires more processing power than just decrypting. To increase efficiency, 
it would have been obvious to one of ordinary skill in the art to allot more processors to 
processes that require more processing power. As decrypting is only one step, and 
authenticating and encrypting are two separate things, it would be obvious that 
authenticating and encrypting would require more processing power. Therefore, by 
providing more processors to encrypting and decrypting, the system would run more 
efficiently. 

12. Claim 10 is rejected under 35 U.S.C. 103(a) as being obvious over Pham, 
Fahrny, and Bolt, as applied above, and further in view of Patt, Patel, Evers, Friendly, 
and Start's "One Billion Transistors, One Uniprocessor, One Chip" (hereinafter Patt). 

As per claim 10, the Pham combination does not explicitly teach wherein the bus 
interface system, the media access control system, the memory system, and the 
security system, are included within a single integrated circuit. However, Patt discuses 
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throughout the article that it is well know in the art and would be beneficial to put 
multiple computing devices onto one chip. For example, this is taught on page 51 . 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the teachings of Pham with Patt. One of ordinary skill in the art 
would have been motivated to perform such an addition to achieve higher performance 
by keeping latency to a minimum, by locating on the same chip as many as possible of 
the structures necessary to support a high-performance uniprocessor. Patt teaches this 
on page 51. 

Conclusion 

1 3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jason K. Gee whose telephone number is (571) 272- 
6431 . The examiner can normally be reached on M-F, 7:00 am to 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 

Jason Gee 
Patent Examiner 
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